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Overview 
This article discusses DECnet-Plus (formerly known as DECnet/OSI), the current implementation of 
DIGITAL Network Architecture (DNA) Phase V for OpenVMS. 

Today’s DECnet networks support remote system communication, resource sharing, and distributed 
processing. Network users can access resources on any system in the network as well as the resources 
of other vendors' systems on multivendor networks.  

All systems connected to a DECnet network are peers or equals. Systems can communicate with each 
other without having to traverse a central or master system. Any system can communicate with any 
other system in the network via specialized devices such as routers, not just to those systems to which 
it is directly connected. 

This article includes: 
• A historical perspective of the development of DECnet, from the initial rudimentary 

networking protocol for small numbers of similar computers to the current DECnet-Plus that  
embodies the Open Systems Interconnection (OSI) standards and protocols, enabling support 
for an unlimited number of heterogeneous computers in a multivendor, multiprotocol network 

• Descriptions of the main concepts and components of DECnet-Plus, including the OSI layered 
architecture, Phase V command line interface, node name and address resolution, node 
addresses and address towers, routing,  time synchronization, complementary protocols 
(such as MOP), and DECnet over TCP/IP 

• Brief guidelines and recommendations for choosing implementation and installation options, 
including advantages and disadvantages where applicable 

The main purpose of this article is to provide users and system managers a greater understanding and 
appreciation of the behavior and capabilities of DECnet-Plus. The author has extensive consulting 
experience working with DECnet on OpenVMS systems and has written this article in response to 
questions that arose from users, programmers, and system administrators.  

 

What Is DECnet? 
DECnet is the underlying set of rules and software components that enable a wide variety of computer 
systems to exchange data safely and reliably. The rules describing and enforcing the behavior of the 
DECnet protocol are carefully constructed and documented in the DIGITAL Network Architecture 
(DNA) specifications. Each system (or node) participating in the DECnet network must rigorously 
adhere to the rules to ensure consistent and reliable communication with other nodes in the network.  

DECnet-Plus is the most recent implementation of DNA Phase V. DNA Phase V incorporates the Open 
Systems Interconnection (OSI) communications specifications as defined by the International 
Organization for Standardization (ISO) and maps onto the OSI seven layer reference model. 

DNA Phase V also specifies the mechanisms by which a DECnet-Plus (or earlier DECnet/OSI) 
implementation can use the TCP/IP protocol stacks as a carrier (implemented as HP TCP/IP Services 
for OpenVMS). This allows existing DECnet applications to operate unchanged in an IP only 
infrastructure by preserving the end-to-end application programming interfaces (APIs). This 
functionality is commonly referred to as DECnet over IP. 

In any network, the protocols for transferring data between systems need to control several major 
levels: 

• The physical level, such as hardware interfaces and cabling 

• The interchange level, such as data flow control, integrity checking, and retransmission 

• The routing level, such as node addressing and  optimal path determination 
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• The user level, such as the command line interface and application programming interface 

Basic data exchange mechanisms such as the Kermit file transfer program implement a simple point-to-
point connection. By contrast, a complex heterogeneous data network protocol such as DNA Phase V 
(where many computers can simultaneously exchange data with many others) requires a far more 
rigorous approach to design and implementation.  

The rules enforced by the Application Programming Interfaces (APIs) in a DECnet network serve to 
isolate the user of a service from the lower-level details of the network (the physical and interchange 
levels). If the rules that govern the external (outside the system) application-level programming 
interface stay consistent, and if all systems run compatible versions of the DECnet protocol, then these 
systems can exchange data while running any version of the operating system on any hardware 
platform. 

This independence of layers facilitates modifying the network — for example, replacing an OpenVMS 
VAX V5.5-2 system running DECnet Phase IV with an OpenVMS Alpha V7.3-1 system running 
DECnet-Plus (in Phase IV compatible addressing mode, which is discussed later in this article). No 
changes to the application code are needed. The other nodes in the network do not know and do not 
need to know that the replaced node is now a physically different system. The application software 
only “sees” the corresponding (unchanged) application on each node through the DECnet end-to-end 
connection.  

A consistent set of APIs allows the design and implementation of “network aware” applications that 
can be distributed over as many systems as necessary to provide the necessary scalability. One 
essential concept is that of a network connection to the same node as the originator. This allows 
network aware applications to be built and tested on physically small networks, then delivered onto 
larger distributed networks. Realistic testing is essential to ensure that problems of scale and 
performance do not arise in production use. 

What is DECnet Phase IV? As described in more detail in the next section, DECnet Phase IV (also 
known as DNA Phase IV) is one of five major phases in the development of the DECnet protocol. 
DECnet Phase IV is the DECnet that most people are familiar with. It introduced support for a large 
number of nodes (up to 64,449 compared to Phase III’s maximum of 255) and added support for 
area routing. DNA Phase IV was first implemented as DECnet Phase IV, then became DECnet Phase 
IV-Plus when two significant  features were introduced: end node failover and out-of-order packet 
caching. 

End node failover allows a Phase IV End Node to be connected to two entirely separate 
circuits, but using only one circuit at any one time with automatic and transparent failover 
from one circuit to the other. The “standby” circuit is entirely operational, actively listening to 
routing updates and maintaining the node reachability data. However, it is not used for 
transmitting application data until the “primary” circuit has failed. 

Out-of-order packet caching allows a Phase IV Routing Node to load balance over 
multiple equal-cost circuits. Prior to Phase IV-Plus, load balancing over multiple available 
paths to a destination node was not possible. The out-of-order packet cache feature solved the 
underlying issue: with multiple available paths between nodes, packet arrival at the 
destination could not be guaranteed in the same order as the packets were originally 
transmitted. In contrast, a single path between nodes implicitly guarantees that packets arrive 
in the same order as they were transmitted. 

Host-based routing was part of Phase IV but was not implemented in the release of DECnet/OSI, 
which required the use of dedicated external routers (such as DECnis and RouteAbout). Host-based 
routing was re-introduced into Phase V with  DECnet-Plus and OpenVMS V7.1. Host-based 
routing allows an OpenVMS system to route data from a local area network (LAN) through a wide 
area network (WAN) that needs a separate dedicated router. In Phase V terminology, a node running 
host-based routing is an OSI Intermediate System (IS). Note that it is entirely valid to have a 
routing node with a single path to provide routing updates about node reachability to other nodes on 
a LAN. 

The Phase V equivalent of a Phase IV End Node is an OSI End System (ES). Phase V nodes with 
multiple paths are referred to as Multi-Homed systems. They each include an out-of-order packet 
cache. Multi-Homed End Systems can thus load balance over multiple available paths.  
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